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Two-Factor Authentication Instructions

This document provides instructions on how to enable two-factor authentication upon account activation
prior to accessing the online application forms on the BGS application website (https://www.bgs-
application.com). Two-factor authentication is available as an opt-in security measure and is not a
requirement. You may enable or disable two-factor authentication at any time. You may contact the
Auction Manager at BGS-Auction@nera.com for assistance or if you have any questions; however,
please be aware that if you choose to opt-in to enable two-factor authentication you will be required to
download a third-party application and the performance of such application is not managed or supported
by the Auction Manager. If you need additional support, it may be most appropriate for you to work
directly with your internal technical support team to complete the set-up steps below.

Upon account activation, you will be prompted to designate whether you would like to enable two-factor
authentication. You may opt-in to enable (see Instructions A), or you may opt-out (see Instructions B).
After logging in you may enable or disable two-factor authentication at any time (see Instructions C).

Please complete the prompt(s) below to access the site.

bgs—application.com B NINERA @
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Optional Two-Factor Authentication

You have the option to enable two-factor authentication. You may
enable or disable two-factor authentication at any time. Please
contact the Auction Manager at bgs-auction@nera.com for
assistance or if you have any questions.

Would you like to enable two-factor authentication at this time?
O Yes
ONo
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A. Electing to Enable Two-Factor Authentication
Please follow these instructions if you elect to enable two-factor authentication.

1. Select “Yes” to designate that you would like to enable two-factor authentication.

Optional Two-Factor Authentication

You have the option to enable two-factor authentication. You may
enable or disable two-factor authentication at any time. Please
contact the Auction Manager at bgs-auction@nera.com for
assistance or if you have any questions.

Would you like to enable two-factor authentication at this time?

© Yes

() No

The user understands that it will be required to download a third-
party application and the performance of such application is not
managed or supported by NERA.

[]lagree

2. Click the “T agree” checkbox to acknowledge the waiver regarding the use of a third-party

application (for purposes of receiving the time-sensitive code) then click “Continue”.

Optional Two-Factor Authentication

You have the option to enable two-factor authentication. You may
enable or disable two-factor authentication at any time. Please
contact the Auction Manager at bgs-auction@nera.com for
assistance or if you have any questions.

Would you like to enable two-factor authentication at this time?

© Yes
() No

The user understands that it will be required to download a third-
party application and the performance of such application is not
managed or supported by NERA.

| agree
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3. Follow the steps to complete the set-up of two-factor authentication. This includes installing an
authentication app such as Okta Verify and following the steps required for set-up. Rename the
account within the authentication app to “BGS Auctions — Application Website” so you can track
which time-sensitive code is applicable to the online application forms. Enter the time-sensitive

code from the app and click “Verify”.

Please scan the barcode helow using your
authentication app.

The steps below are applicable if you are using the Okta Verify App as your
authentication app. Please follow the steps required by your authentication
app to set up two-factor authentication.

1. Install Okta Verify.
2. Follow the prompts in the Okta Verify app to add an account and
complete set-up.

Please contact the Auction Manager at bgs-auction@nera.com for
assistance or if you have any questions.

NOTE: Do not scan
the barcode in this
guide. This screenshot
is illustrative only.

Enter the time-sensitive code from the application.
After scanning the barcode image, the app will display a code that you can
enter below.

123456 ‘

cancel

4. You will now have access to the online application forms. A confirmation banner will appear at

the top of the screen notifying you that you have successfully enabled two-factor authentication.

i Two-factor authentication was enabled successfully.

bgs-application.com it _ NINERA @
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BGS Auctions - Application Website

You are logged in as . Click on the Edit button to access the online qualification form.

Part 1 Application Form m
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B. Electing NOT to Enable Two-Factor Authentication
Please follow these instructions if you elect not to enable two-factor authentication.

1. Select “No” to designate that you would not like to enable two-factor authentication.

Optional Two-Factor Authentication

You have the option to enable two-factor authentication. You may
enable or disable two-factor authentication at any time. Please
contact the Auction Manager at bgs-auction@nera.com for
assistance or if you have any questions.

Would you like to enable two-factor authentication at this time?
() Yes

© No

By selecting "no” the user acknowledges that by opting not to
enable two-factor authentication, the user assumes all risks
associated with potential unauthorized access to its account(s).

[]lagree

2. Click the “I agree” checkbox to acknowledge the waiver regarding opting out of two-factor

authentication then click “Continue”.

Optional Two-Factor Authentication

You have the option to enable two-factor authentication. You may
enable or disable two-factor authentication at any time. Please
contact the Auction Manager at bgs-auction@nera.com for
assistance or if you have any questions.

Would you like to enable two-factor authentication at this time?
() Yes

©O No

By selecting "no" the user acknowledges that by opting not to

enable two-factor authentication, the user assumes all risks
associated with potential unauthorized access to its account(s).

| agree
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3. You will now have access to the online application forms. A confirmation banner will appear at

the top of the screen notifying you that you have chosen not to enable two-factor authentication.

i You have chosen not to enable two-factor authentication.

bgs-application.com
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BGS Auctions - Application Website

You are logged in as Click on the Edit button to access the online qualification form.

Part 1 Application Form m
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C. Enable or Disable Two-Factor Authentication at Any Time
You may enable or disable two-factor authentication at any time by following these instructions.

1. After logging in to the BGS application website (https://www.bgs-application.com), click the

user icon in the upper right-hand side of the webpage. A drop-down menu will appear. Click the

“Two-Factor Authentication” option.

bgs_-appli(_:ation.com NINERA (gl

YE BASIC GEMERATION SERUICE ELECTRICITY SUPPLY AULCT

Update Password

Two-Factor Authentication

BGS Auctions - Application Website

You are logged in as Click on the Edit button to access the online qualification form.

Log Out

Part 1 Application Form m

2. Ifyou currently have two-factor authentication enabled, you may opt-out by clicking the “Disable
two-factor authentication” button. In the pop-up that appears next, confirm you would like to
disable two-factor authentication. Note that you may be required to follow the steps provided in

Instructions B of this guide to complete the process of opting-out of two-factor authentication.

bgs-application.com il R NINERA @

DE EASIC GEMERATION SERUICE

Home

Password Two-factor Authentication

‘You may enable or disable two-factor authentication at any time by clicking the button below.
Two-factor Authentication

| Disable two-factor authentication
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3. If you currently have two-factor authentication disabled, you may opt-in by clicking the “Enable

two-factor authentication” button and following the steps provided in Instructions A of this guide.

bgs-application.com NINERA %

ERSIC GEMNERATION SERUICE

Home

Password Two-factor Authentication

You may enable or disable two-factor authentication at any time by clicking the button below.
Two-factor Authentication




